Evan Ricafort

Offensive Security Engineer | Security Consultant

WORK EXPERIENCE

Confidential, Philippines — Security Consultant
May 2025 - Present
Worked as Offensive Security Consultant

VikingCloud, 70 W. Madison Street, Suite 400, Chicago, IL
60602 — Security Consultant

April 2022 - Present
Worked as Offensive Security Engineer III

Invalid Web Security, Philippines — Security Researcher
October 2013 - Present

Worked as Core Web Application Security Researcher.

Synack Red Team, Philippines — Security Researcher
November 2016 - August 2022
Worked as Web Application Security Researcher.

AegisOne Cyber Defence Co., Philippines — Security
Researcher

June 2019 - 2021
Worked as Web Application Security Researcher.

Finalify Ltd., (Spectrocoin) Philippines — Security Researcher
February 2019 - March 2019
Worked as Web Application Security Researcher.

EDUCATION

Ateneo de Zamboanga University, La Purisima St.
Zamboanga City, 7000, Philippines — Associate in Computer
Networking (Computer Networking and Analysis)

2012-2014

? Ipil, Zamboanga Sibugay
7001, Philippines

€. (+63) 908 104 1364

&/ root@evanricafort.com
€ https://evanricafort.com

SKILLS
Web Application Assessment
API Security Testing

Network Penetration Testing

AWARDS

Google Acknowledged by
Google Security Team (3).

Twitter/X Acknowledged by
Twitter/X Security Team (&).

Microsoft Acknowledged by
Microsoft Security Team (3).

WordPress Acknowledged by
WordPress Security Team (3).

Apple Acknowledged by Apple
Security Team (2).

PayPal Acknowledged by
PayPal Security Team (3).

CVE

CVE-2019-17672
CVE-2019-17674
CVE-2020-11025
CVE-2021-39202
CVE-2022-32918

LANGUAGES

Visayan, Tagalog and English


mailto:root@evanricafort.com
https://evanricafort.com

CERTIFICATIONS

The SecOps Group— Certified AppSec Practitioner (CAP)
Certificate no. 8860312

The SecOps Group— Certified Network Security Practitioner
(CNSP)

Certificate no. 8860312

TCM Security Inc. — Practical Ethical Hacking
PEH - The Complete Course

Cyber Security and Privacy Foundation Pte Ltd., — Certified
Whitehat Hacker vi (CWHH)

ertificate ID. UC-SDA5SNWS

HIGHLIGHTS

e Submitted research to WordPress Security, for which I earned my first CVE (2019).

e Earned a total of 4 CVE for my research affecting multiple versions of Wordpress applications.

e Submitted a research to Apple Security regarding a privacy issue on the iOS Photos app, for which earned me
contribution to CVE-2022-32918.

e Maintained personal projects for network penetration tests, network segmentation testing, and web
application assessment.

e Tested more than 500 client applications in areas from bug bounty to company work-related.

e Featured in a SecurityWeek article for my Remote Code Execution (RCE) finding on Google Nest (2014).

e Featured on CKEditor version 4.4.6 Security Patch Release for my finding related to XSS.

e Featured on Blesta Security Advisory (CORE-931) for our XSS research on their application.

e Featured on Peerio Technologies Security Update v2.92.0 for my XSS finding on the Peerio Desktop
Application.

e Knowledgeable with web application security, network security, and vulnerability assessment and penetration
testing (VAPT).

e HackerOne Ambassador World Cup 2024 participant (Team Philippines).

e Bugcrowd Researcher Council member (October 2017 to March 2018).

e Bugcrowd Ambassador (2018).


https://evanricafort.com/EvandneDylRicafort-CertifiedAppSecPractitioner(CAP).pdf
https://evanricafort.com/EvandneDylRicafort-CertifiedNetworkSecurityPractitioner.pdf
https://evanricafort.com/PEHTCCCertificate.pdf
https://www.udemy.com/certificate/UC-SD45SNW8/
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